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ADMINISTRATIVE POLICIES & PROCEDURES 

POLICY #: DAP01 Divisional Policy Procedure 

SUBJECT: Policy Approval Processes for acceptance, review, or denial of Public Health & Human 
Services (PHHS) policies.  

PURPOSE:  Standard operating procedure for approval of programmatic and divisional PHHS 
policies. 

DEFINITIONS:  The Division: EBCI Public Health & Human Services 
 
  The Department: Regulatory & Compliance Department 

POLICY STATEMENT: The EBCI PHHS Division will follow the systematic procedures identified below to 
gain approval of both programmatic and divisional level policies and procedures. This initiative will seek 
to establish oversight, solidify processes, and streamline policy approvals necessary to ensure reliable 
system processes and quality services are provided by the Division.  

PROCEDURE/ GUIDELINES: 

1. PHHS programs seeking approval of policies shall submit them to the Regulatory and Compliance 
Department (RCD) Compliance Officer. 

a. If the policies being submitted are program specific policies, they will be required to have 
ǘƘŜ aŀƴŀƎŜǊΩǎ ǎƛƎƴŀǘǳǊŜ ǳǇƻƴ ōŜƛƴƎ ǊŜŎŜƛǾŜŘΦ     

The policy will be tracked and processed by the department until returned to the submitting 
program.  A Compliance Officer will perform a necessary evaluation of the document/s. 

b. RCD will perform oversight functions to evaluate the policy as to proper form, potential 
duplication of policies, and content of the document to ensure its conformity to relevant 
Federal, State, Tribal, and accrediting regulations.  

c. Revision suggestions will be returned to the original author of the policy prior to being 
sent for final review and approval. 

d. All policies published within the divisional policy manual will be submitted to the PHHS 
Secretary annually in October for final review and approval. 

2. Once received by a compliance officer from the RCD Department will complete their oversight 
functions within 10 working days. After RCD has determined that the policy satisfactorily meets 
evaluation criteria, a compliance officer will ensure it is delivered to the appropriate reviewer. 

a. If a program policy, the Divisional Director responsible for the respective program for final 
signature.  

b. If a Divisional policy, the Secretary is responsible for the final signature.  
3. Once the final signature has been obtained, policies will be sent back to Regulatory and 

Compliance to be directed by a compliance officer for distribution to the submitting program.  
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The RCD will provide oversight to ensure the Divisional Policy Procedure is being conducted as 
required by this policy.  Compliance Officers may report substantial non-compliance with the 
requirements of this policy to the Secretary of Public Health and Human Services and or the 
Regulatory and Compliance Committee. Review of all policies (both program and divisional) will be 
conducted on an annual basis. All approved policies shall be reviewed as follows:  

a) Program policies annual review shall be conducted by program managers.  
b) Divisional policies annual review shall be conducted by PHHS Secretary during the month of 

October. 
4. Annual program policy review should include a gaps and barrier assessment form. The program 
Ƴŀȅ ŎƘƻƻǎŜ ǘƻ ŎǊŜŀǘŜ ǘƘŜƛǊ ƻǿƴ ƻǊ ŎƻƴǘŀŎǘ w/5 ŦƻǊ ŀ ŎƻǇȅ ƻŦ ǘƘŜ 9ǉǳƛǘŀōƭŜ !ŎŎŜǎǎ ¢ŜŀƳΩǎ tƻƭƛŎȅ 
Review form.  

5. Completed reviews and gaps and barrier documentation confirming review completion should be 
forwarded to RCD for compliance.  
 

 

AUTHORITY:   

ATTACHMENTS:   
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POLICY #: DAP02 Absenteeism  

SUBJECT:  Absenteeism  

PURPOSE:   To define specific policies/procedures for PHHS as related to absenteeism.   

DEFINITIONS:  

Absence: Failure to report for a scheduled day of work with less than 24-hour notice to your supervisor 

excluding bereavement or on a covered leave such as military, jury duty or FMLA.  

No Call/No Show: Failure to call and report your absence to your supervisor or person designated as 

being responsible for the department where you work within 2 hours after your scheduled shift has 

started. Each day that an employee does not report for work and does not call is s a separate occurrence 

even if they are consecutive days. 

Occurrence: Each absence that may result in one or more days of work missed in a row. All occurrences 

ǘƘŀǘ ǊŜǎǳƭǘ ƛƴ о ƻǊ ƳƻǊŜ Řŀȅǎ ƻŦ ƳƛǎǎŜŘ ǿƻǊƪ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǊŜǉǳƛǊŜ ŀ ŘƻŎǘƻǊΩǎ ƴƻǘŜ ǘƻ ǊŜǘǳǊƴ ǘƻ ǿƻǊƪΦ 

Any occurrence that results in 7 days missed will require a report to Human Resources for possible FMLA 

coverage.  

Excessive or patterned absences: Examples are always having 2 day of absences with each occurrence, 

calling out on the Friday before or the Monday after a weekend. 

Other Attendance Related Violation: Leaving the campus for meal break without supervisor 

notification.  

POLICY STATEMENT: It shall be the policy of PHHS to supplement the EBCI personnel policy on 

absenteeism. It is necessary for all staff to be present to work on time and ready to carry out their duties 

at the beginning of their shift. 

Last 12 months/Rolling Calendar: Looking back in time twelve months from the occurrence being 

referred to.  

Shift: Specific time you are assigned to be at work, generally 7:45 to 4:30 p.m. 

PROCEDURE/ GUIDELINES: 

AUTHORITY:   

ATTACHMENTS:   
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POLICY #: DAP04 Professional Attire 

SUBJECT:  Professional Attire 

PURPOSE:  Define acceptable clothing for professionals who come in direct contact with patients 

and customers 

DEFINITIONS: N/A 

POLICY STATEMENT: Personal appearance, dress, grooming, and personal cleanliness standards 

contribute to the professional image presented to customers, visitors, and colleagues. While conducting 

tribal business, employees are expected to present a clean, neat, and professional business-like 

appearance. employees should dress according to the requirements of their positions as determined by 

the appropriate supervisor. PROCEDURE/ GUIDELINES: 

1. Employees involved in direct patient/client care are required to dress in professional attire and 

present a professional appearance, regardless of the circumstances. * 

2. Social activities are not exceptions if you are providing direct patient care during that day. You 

may, however, change clothes after patients are no long in the facility if social or physical 

activities are planned. 

3. Some employees are required to wear uniforms. (Tribal In-Home Care, Clinics) 

4. Administration understands that inclement weather will allow variations in dress code policy. 

*NOTE: Administration does not consider the following to be professional, business like attire: jeans, 

pants that fall below the waistline with any portion of the midriff showing, shorts, sweat pants, 

overalls, short skirts, cropped pants higher than mid-calf, flip flops, and shirts with the sleeves cut 

off.  

CǊƛŘŀȅǎ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ άWŜŀƴ CǊƛŘŀȅǎέΦ bo pants that fall below the waistline with any portion of the 

midriff showing, shorts, sweat pants, overalls, short skirts, cropped pants higher than mid-calf, flip 

flops, and shirts with sleeves cut off. 

AUTHORITY:   

ATTACHMENTS:   
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POLICY #: DAP06 Program Administrative Leave Request 

SUBJECT: Administration Leave Request for EBCI Employees  

PURPOSE:  Defines the process for requesting administrative leave for tribal employees for PHHS 

activities  

DEFINITIONS: N/A 

POLICY STATEMENT: All requests for Administrative Leave for Tribal Employees must be approved by 
the Public Health and Human Services Administration. Program managers must request Administrative 
Leave for Public Health and Human Services or other tribal employees at least four weeks in advance of 
any planned activity. Administrative Leave must be requested and approved by the manager of the 
program. 
 

PROCEDURE/ GUIDELINES: 

Procedure: 
1. The manager of the program (or their designee) requesting Administrative Leave must complete 

a Request for Administrative Leave for Employees form (typed) 
2. The form is turned into the PHHS Executive Secretary four weeks before the planned activity. 
3. All requests will be processed during the weekly PHHS administration meeting. 
4. All approved requests will then be passed on to Exec for final approval. 

 

AUTHORITY:   

ATTACHMENTS:  REQUEST FOR ADMINISTRATIVE LEAVE FOR TRIBAL EMPLOYEES FORM 
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POLICY #: DAP07 Tobacco Free Campus 

SUBJECT:  Tobacco Free Campus Policy 

PURPOSE: The purpose of this policy is to establish a non-tobacco use policy that is communicated 

and enforced throughout the organization's buildings and campuses.  This policy is intended to prohibit 

the use of tobacco products and reduce risks to patients, including possible adverse effects on 

treatment; reduce risks of passive smoking for others; and reduce the risk of fire. The purpose of this 

policy is also to outline the process to accommodate individuals who require tobacco dependence 

support 

DEFINITIONS:  

¶ ά¢ƻōŀŎŎƻέ ƛǎ ŘŜŦƛƴŜŘ as a preparation of the nicotine-rich leaves of an American plant, which are 
cured by a process of drying and fermentation for smoking or chewing. 

¶ ά¢ƻōŀŎŎƻ ǳǎŜέ ƛǎ ŘŜŦƛƴŜŘ ǘƻ ƛƴŎƭǳŘŜ ǎƳƻƪƛƴƎΣ ŎƘŜǿƛƴƎΣ dipping or any other use of tobacco 
products. 

¶ ά{ƳƻƪƛƴƎέ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ƛƴƘŀƭƛƴƎΣ ŜȄƘŀƭƛƴƎΣ ōǳǊƴƛƴƎΣ ƻǊ ŎŀǊǊȅƛƴƎ ŀƴȅ ƭƛƎƘǘŜŘ ŎƛƎŀǊΣ ƭƛƎƘǘŜŘ 
cigarette, or other lighted tobacco product in any manner or form. 

¶ ά{Ǉƛǘ ǘƻōŀŎŎƻέ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ŀƴȅ ǘƻōŀŎŎƻ ǇǊƻŘǳŎǘ ǘƘat is chewed, dipped, spit, or held in the 
mouth in any manner or form. 

¶ ά¢ƻōŀŎŎƻ ǇǊƻŘǳŎǘέ ƛǎ ŘŜŦƛƴŜŘ ǘƻ ƛƴŎƭǳŘŜ ŎƛƎŀǊŜǘǘŜǎΣ Ŝ-cigarettes, cigars, blunts, bidis, pipes, 
chewing tobacco, snuff, and any other items containing tobacco. 

¶ ά.ƛŘƛǎέ ŀǊŜ ǎƳŀƭƭΣ ǘƘƛƴ hand-rolled cigarettes, often flavored, imported to the United States. They 
have very high concentrations of nicotine, tar, and carbon monoxide.  

¶ ά.ƭǳƴǘǎέ ŀǊŜ ŎƛƎŀǊǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ ƘƻƭƭƻǿŜŘ ŀƴŘ ǊŜŦƛƭƭŜŘ ǿƛǘƘ ƳŀǊƛƧǳŀƴŀ. 

¶ άŜ-ŎƛƎŀǊŜǘǘŜǎέ ŀƭǎƻ ƪƴƻǿƴ ŀǎ e-cigs, electronic nicotine delivery systems, vaporizer cigarettes, 
and vape pens are battery-operated device that emits doses of vaporized nicotine, or non-
nicotine solutions, for the user to inhale. It aims to provide a similar sensation to inhaling 
tobacco smoke.  

¶ ά9ƳǇƭƻȅŜŜέ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ŀƴȅ ƛƴŘƛǾƛŘǳŀƭ ŜƳǇƭƻȅŜŘ ǇŀǊǘ-time, temporarily or full-time, or 
contracted with Eastern Band of Cherokee Indians PHHS Division 

¶ ά/ŀƳǇǳǎέ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ǇǊƻǇŜǊǘȅ ƻǿƴŜŘ ƻǊ ƭŜŀǎŜŘ ōȅ ǘƘŜ 9./L tǳōƭƛŎ IŜŀƭǘƘ ŀƴŘ IǳƳŀƴ {ŜǊǾƛŎŜǎ 
(PHHS) for use as specified above, to include buildings and grounds, parking lots, walkways, 
ramps, and all EBCI PHHS vehicles. 

 

POLICY STATEMENT: For fire safety and health reasons staff, patients, and visitors are prohibited from 

using tobacco products on the PHHS campuses  

PROCEDURE/ GUIDELINES: 
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¶ ά¢ƻōŀŎŎƻ-ŦǊŜŜ /ŀƳǇǳǎέ ǎƛƎƴǎ ǿƛƭƭ ōŜ ǇƻǎǘŜŘ ŀǘ ǘƘŜ ŜƴǘǊŀƴŎŜǎ ǘƻ ǘƘŜ tǳōƭƛŎ IŜŀƭǘƘ ϧ IǳƳŀƴ 
Services (PHHS) campuses, patient and employee parking areas (where applicable), and PHHS 
facilities. 

¶ "No Tobacco" and/or Tobacco-free Campus/Facility signs shall be posted in conspicuous areas 
inside PHHS facilities. 

¶ All staff are responsible for reporting violations of this policy and the responsibility for 
enforcement shall remain with management 

¶ Copies of this policy will be distributed to ALL employees and employment applicants when 
interviewed 

 

Public Health & Human Services Employees: 

¶ Are prohibited from using tobacco products on PHHS Campuses. This includes, on or near the 
fringes of the boundaries of campuses, in Tribal or Government vehicles, or within private 
vehicles parked on PHHS campuses. 

¶ Will be provided the opportunity to participate in services offered through the Employee 
Assistance Program 

¶ Will be provided education and/or access to resources available for smoking cessation. 

¶ !ƴȅ Ǿƛƻƭŀǘƛƻƴ ƻŦ ǘƘƛǎ ǇƻƭƛŎȅ ǿƛƭƭ ōŜ ǊŜǇƻǊǘŜŘ ǘƻ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ƛƳƳŜŘƛŀǘŜ ǎǳǇŜǊǾƛǎƻǊ ǿƘƻ ǿƛƭƭ 
follow the Corrective Action Procedures in the EBCI Personnel Policies and Procedures manual. 
Violation of this policy would be considered a Schedule II and/or III Offense with consequences 
of written reprimand to termination. Violations would be subject to progressive disciplinary 
actions. 

 

Patients and/or Visitors: 

¶ Visitors and/or patients are prohibited from tobacco use on PHHS campuses. 

¶ If the patient uses tobacco products, they will be provided information on nicotine replacement 

therapy and tobacco use cessation programs.  Tobacco use, education, request for nicotine 

replacement therapy, tobacco use cessation questions will be documenteŘ ƛƴ ǘƘŜ ǇŀǘƛŜƴǘΩǎ 

record 

AUTHORITY:   

ATTACHMENTS:   
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POLICY #: DAP08 PHHS Divisional Exit Process 

SUBJECT:   PHHS Divisional Exit Process 

PURPOSE:  ¢ƻ ƻǳǘƭƛƴŜ ŀ ǇǊƻŎŜǎǎ ŘǳǊƛƴƎ ŀƴ ŜƳǇƭƻȅŜŜΩǎ ǘŜǊƳƛƴŀǘƛƻƴκǊŜǎƛƎƴŀǘƛƻƴ ōȅ ǿƘƛŎƘ tII{ Ŏŀƴ 

ensure, collection of tribal property or access to tribal property/work product, identification of 

compliance concerns through a compliance questionnaire, feedback on quality indicators through 

managerial assessments, and adherence to EBCI Tribal policy.     

DEFINITIONS:   

PHHS Exit Interview: an interview with an employee during termination (either involuntary or 
voluntary), to discuss the employee's reasons for leaving, their experience of working for the 
organization.  
 
POLICY STATEMENT:  

Upon termination (ŜƛǘƘŜǊ ƛƴǾƻƭǳƴǘŀǊȅ ƻǊ ǾƻƭǳƴǘŀǊȅύ ƻŦ tII{ ŜƳǇƭƻȅŜŜǎΣ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ǎǳǇŜǊǾƛǎƻǊǎΣ 

managers, directors or authorized designee shall be responsible for overseeing the collection of tribal 

property or denial of accesses to property/work product and ensuring that terminating employees are 

provided the opportunity for managerial and compliance feedback.    

PROCEDURE/ GUIDELINES: 

Prior to the termination of an employee, the manager shall ensure that a PHHS Employee Exit Packet is 

utilized.  The packet will contain the following forms: 

- Access and Property Control: A property control checklist, to be completed in conjunction with 

exiting employee and supervisor or manager.  

- Employee Section: A Managerial Assessment, to be completed by the exiting employee and 

returned in a sealed packet. 

- Compliance Section: A Compliance Assessment, which shall be offered in an interview format 

with an RCD Compliance Officer. If, because of time constraints or interview refusal, an in-

person interview is not possible, then the Compliance Assessment is to be completed and 

returned in like manner and simultaneously with the Managerial Assessment.     

Supervisors, managers, or directors shall notify RCD immediately of any foreseen terminations so that a 

timely Compliance Assessment interview can take place.    

Upon completion of the Exit Packet, and no more than 72 hours after an exiting employee is terminated, 

the packet shall be delivered to the PHHS Human Resource Coordinator.  The Coordinator will provide 
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RCD an opportunity to review the Compliance Assessment if not done so prior to receiving the packet. 

¢ƘŜ ǇŀŎƪŜǘ ǎƘŀƭƭ ōŜ ƪŜǇǘ ƛƴ ǘƘŜ ŜȄƛǘƛƴƎ ŜƳǇƭƻȅŜŜΩǎ ǇŜǊǎƻƴƴŜƭ ŦƛƭŜ ƘƻǳǎŜŘ ōȅ ǘƘŜ tII{ Iw /ƻƻǊŘƛƴŀǘƻǊΦ  

CŀƛƭǳǊŜ ǘƻ ŎƻƴŘǳŎǘ ŀƴ 9ƳǇƭƻȅŜŜ 9Ȅƛǘ LƴǘŜǊǾƛŜǿ Ƴŀȅ ǊŜǎǳƭǘ ƛƴ ŎƻǊǊŜŎǘƛǾŜ ŀŎǘƛƻƴ ŦƻǊ ǘƘŜ ŜȄƛǘƛƴƎ ŜƳǇƭƻȅŜŜΩǎ 

supervisor, manger or director.  

AUTHORITY:  PHHS Administration, Directors, Managers and RCD.  

OVERSIGHT: w/5 Ƴŀȅ ŎƻƴŘǳŎǘ ǊŀƴŘƻƳ ŦƛƭŜ ŀǳŘƛǘǎ ƻŦ ŜƳǇƭƻȅŜŜΩǎ ǊŜǇƻǊǘŜŘ ǘƻ ƘŀǾŜ ōŜŜƴ ǘŜǊƳƛƴŀǘŜŘ 

or resigned.  

ATTACHMENTS:   
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POLICY #:  DAP09 Human Subjects Research Protection 

SUBJECT:  Human Subjects Research Protection 

PURPOSE: To ensure that PHHS respects the purpose of the Institutional Review Board (IRB) in the 

protection and rights of the safety and welfare of research subjects.  

DEFINITIONS: Refer to IRB Operations Manual 

POLICY STATEMENT: As a combined Public Health and Human Services organization, PHHS may have 

occasion to implement or participate in research that involves human subjects in order to benefit the 

Tribe.  To assure protection of human subjects, PHHS will adhere to the highest ethical standards and 

will comply with The Cherokee Code and the operations of the EBCI Cultural & Medical Institutional 

Review Boards.  The MIRB is registered with US DHHS OHRP as a Tribal IRB.   PHHS will assure seamless 

integration of any research activities with the CIRB and MIRB and will follow the procedures outlined by 

the MIRB Operations Manual, which is based on OHRP requirements.  

PROCEDURE/ GUIDELINES:  The procedure for submission of medical, behavioral, or clinically related 

research proposals in EBCI is as follows: 

AUTHORITY:   

AUTHORITY:  The Cherokee Code, Ch. 70, Sec. 70-3 

ATTACHMENTS:  EBCI Medical Institutional Review Board Operations Manual 

EBCI MIRB Process Flowchart (Pg. 66, Divisional Policy Manual) 

EBCI MIRB Manual  

FINAL Rev 062520.docx 

REFERENCES: EBCI Medical Institutional Review Board Operations Manual 
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POLICY #: DAP10 Administrative Leave for Physical and Health Education 

SUBJECT:   Admin leave for Physical Activity and Health Education 

PURPOSE:  To provide a guideline for Employees to request, utilize, and record admin leave for Physical 

Activity and Health Education.   

DEFINITIONS:  

POLICY STATEMENT: As a division, Public Health and Human Services work to encourage healthy eating 

habits, physical activity, a healthy weight, and addiction free living. Chief Richard Sneed has approved 

the use of admin leave in the amount of fifteen (15) minutes per day for all Tribal Employees. All 

participants will receive fifteen (15) minutes of administrative leave daily to be physically active or 

attend health-based education classes.  

PROCEDURES:  To enroll, participants must adhere to the following: 

¶ Must have superǾƛǎƻǊΩǎ ŀǇǇǊƻǾŀƭΦ 

¶ To utilize leave, employee must sign in with Cherokee Fitness Complex, CIHA, 

Cherokee Choices or an approved sign in station to verify attendance. 

¶ Must record administrative leave on timesheet. 

¶ Must complete a baseline survey. 

AUTHORITY:   EBCI PHHS Executive Committee 

ATTACHMENTS:   
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POLICY #:  DAP11 Supply Inventory Procedure 

 

SUBJECT:   Supply Inventory Procedure 

PURPOSE:   To provide a guideline for Employees to track, store, and easily recognize when it 

is time to order more inventory.  

DEFINITIONS:    
 
POLICY STATEMENT:  The Public Health and Human Services division strives to be as fiscally 

responsible as possible. Division supplies will be ordered based on need and usage. Procedures 

for storing and monitoring inventory are stated below. 
 

PROCEDURE/ GUIDELINES:   
A supply list for each program will be given to the MUNIS approver to begin the inventory 

process. The following procedures outline what occurs after items have been delivered. 

¶ When supplies are received at PHHS, two employees should compare the 

inventory based on order sheet and the materials packing list (making sure 

the order is correct). 

¶ Have both employees sign the order sheet confirming the contents. 

¶ Inventory will be placed in its proper storage space. 

¶ Once an item is nearing the end of its supply, a notice in the form of an email 

or phone call must be made to the supervisor letting them know. (this allows 

for everyone to be on the same page when it comes time to order more 

supplies) 

¶ Monthly supply updates are to be given to supervisors (inventory checks).  

AUTHORITY:  Operations Director of PHHS, Business Director of PHHS 

 

ATTACHMENTS:  
 

REFERENCES:  
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POLICY #:  DAP12 Health Information Confidentiality and Security including 

 

SUBJECT:   HIPAA Privacy & Security and Confidentiality 

PURPOSE:   This policy will be used as guidance for the standards adopted by PHHS regarding HIPAA 

and confidentiality practices within the division. The purpose of the Public Health & Human Services 

(PHHS) Division use and disclosure policy is to set forth the requirements under the Health Insurance 

Portability and Accountability Act (HIPAA) for privacy protections of individually identifiable health 

information (IIHI) by recognizing circumstances when it is permissible to use IIHI within the Division and 

when it is permissible to disclose IIHI outside the Division, including certain limitations and protections 

that must be applied to all health information. 

DEFINITIONS:   
  
Breach: The acquisition, access, use, or disclosure of protected health information (PHI) in a manner 

that compromises the security or privacy of the PHI.   

 
Confidential Information: Includes all client employee, provider, and hospital information acquired by 

staff. This includes verbal, written or electronic information obtained or otherwise recorded in any form.  

HIPAA: Health Insurance Portability and Accountability Act 

IIHI: Individually Identifiable Health Information 

  

Minimum necessary: Limiting the use or disclosure of protected health information to the minimum 

amount of information necessary to accomplish the intended purpose of the use, disclosure, or request 

for information.   

POLICY STATEMENT:  PHHS protects the confidentiality, privacy and security of all client information 
according to state and federal law, The Cherokee Code, ethical guidelines, and industry best practices. 
This policy applies to each PHHS employee, intern, volunteer, student, allied health professional, 
medical staff, contractor, vendor and each must be familiar with, understand, and follow the procedures 
in this policy.  

 
PROCEDURE/ GUIDELINES:   
 
PHHS {ǘŀŦŦ Ƴǳǎǘ ŎƻƴǎƛǎǘŜƴǘƭȅ ŀǎƪΣ ά5ƻ L ƴŜŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ƻǊŘŜǊ ǘƻ Řƻ Ƴȅ ƧƻōΚέ LŦ  

client information is not necessary to perform your job, do not access the information.    

TYPES OF VIOLATIONS OR BREACHES   
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1. Inadvertent or unintentional violation of client privacy/security.  Violations include but are 

not limited to:  

  

Å Inadvertent access to client records  

Å Leaving a logged-in computer unattended, even if client information is not visible   

  

2. Actions or behaviors that are contrary to privacy/security policies or procedures or training 

on the topics, including careless accesses.  Violations include (but are not limited to):  

  

Å Discussing client information with others when not required for job  Discussing client 

information in public areas    

 

Å Leaving logged-in computer unattended in an accessible area with client information 

visible  

Å Improperly disposing of confidential client information (e.g, not using paper shredder to 

destroy confidential information)  

    

3. Intentional access, discussion or disclosure of client information for purposes other than 

client care or authorized job function.  Violations include but are not limited to:  

  

Å Looking up birth dates, addresses of friends or relatives   

Å Accessing and reviewing a record of a client out of concern, curiosity, or other 

inappropriate reasons with no need to know   

Å Reviewing a high-ǇǊƻŦƛƭŜ ŎƭƛŜƴǘ ǘΩǎ ƻǊ ǇǳōƭƛŎ ǇŜǊǎƻƴŀƭƛǘȅΩǎ ǊŜŎƻǊŘǎ   

Å Multiple violations of lesser offenses   

Å Sharing of username and/or password   

Å Sending identifiable client information via unsecured e-mail  

Å Capturing an image of a client using an unauthorized personal device such as a cell 

phone.  

  

4. Access, review or discussion of client information for personal gain or with malicious intent. 

Violations include (but are not limited to):   

Å Compiling a mailing list to be sold   

Å Reviewing client records to use information for personal reasons      

Å Posting confidential information in any form to internet or on social media  

Å Identity theft   

Å Storing confidential information on a home computer unsecured   
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ACCESSING INFORMATION 

 

A. General Confidentiality Requirements.  

  

1. All Staff must sign and comply with a confidentiality agreement.    

  

2. Staff position descriptions include language covering the expectation that each employee 

maintains client and appropriate organizational confidentiality.    

  

3. Access to information is granted based upon employeeΩǎ ǊƻƭŜΦ hƴƭȅ ǘƘŜ άƳƛƴƛƳǳƳ 

ƴŜŎŜǎǎŀǊȅέ ƛƴŦƻǊƳŀtion may be accessed, used, or disclosed, unless the information is (a) 

being used or disclosed for treatment purposes, (b) being disclosed to the individual who is  

the subject of the information, (c) being used or disclosed pursuant to a signed 

authorization from the client; or (d) disclosed as part of an investigation or is a disclosure 

required by law or compliance with HIPAA regulations.  

  

B. Staff Access to and Confidentiality of Health Information:  

  

1. PHHS direct customer care staff members are authorized to access client medical record 

information to provide care as required by their position and assigned position.  PHHS staff 

and physician/provider access to client medical record information must only be made for 

the purposes of treatment, payment or healthcare operations, or when otherwise 

expressly permitted by law.  

  

2. Any client information displayed or printed from an information system of PHHS should be 

treated as confidential medical record information. Printed material that is no longer 

needed should be disposed of in a manner consistent with other printed confidential 

information, i.e., shredded for confidential removal and destruction.  

 

3. Capturing/duplicating of any client information or client image via an unauthorized 

electronic device (such as, but not limited to, personal cameras, video cameras, or cell 

phones) is prohibited.  

  

C. Access to the network and specific applications require unique log-ins and passwords generated 

by the individual user. Passwords are to be used solely in conjunction with the performance of 

authorized job functions. All inquiries and entries performed under the user identification and 

password will reference the username.   
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1. A password must never be given to another individual. A password may be revised as 

deemed necessary by the user following an Information Technology Systems procedure.    

  

2. Passwords will be deleted from use through Information Technology upon termination of 

employment or as deemed necessary by Human Resources or upon resignation/suspension 

of staff member.  

  

3. As staff transfer within PHHS, access to applications/databases is revised and adjusted to 

reflect the new role.  

  

D. Security of Electronic Health Records  

  

1. Staff who have been authorized to read, enter, and/or update data as required by their job 

functions are responsible to comply with security controls and to protect confidential data 

from unauthorized disclosure or use.  

  

2. Staff must exit applications when leaving computer workstations unattended.  If not signed 

off, all computer workstations have an automatic sign-off. The timing of sign-off is 

determined by the system administrator/IT Division in conjunction with the application, 

operating system and/or platform parameters.  

  

3. Information Technology and/or the individual database users/departments are responsible 

to secure the hardware and software used to run specific databases.  

  

4. Information Technology has system integrity mechanisms in place against system crashes, 

lost/corrupt files, computer viruses, unauthorized access and sabotage for the major 

systems used by PHHS.  

    

5. Database back-ups are completed on a regular schedule. The back-up copies are stored in a 

separate location from the computer.  

 

HIPAA 

 

The final Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule controls the use and 

disclosure of IIHI. Generally, covered health care components may not use or disclose IIHI except in ways 

identified in the Privacy Rule or when required or allowed by other federal or state laws. All other uses 
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are prohibited, and barriers must be established to prevent any use and disclosure other than those 

ǇŜǊƳƛǘǘŜŘΦ Ψ¦ǎŜΩ ŀƴŘ ΨŘƛǎŎƭƻǎǳǊŜΩ ŀǊŜ ǎƛƎƴƛŦƛŎŀƴǘ ǘŜǊƳǎ ǘƘŀǘ ŘƛǎǘƛƴƎǳƛǎƘ ǎƘŀǊƛƴƎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǿƛǘƘƛƴ ŀƴ 

organization (use) from releasing information outside the organization (disclosure). 

 

The PHHS Division complies with North Carolina General Statutes and Administrative Rules mandating 

that all individual health information in its possession is confidential. The PHHS Division continues to 

comply with North Carolina statutes, which preempt HIPAA when state statutes are more stringent than 

HIPAA. The Division continues to adhere to all federal and state laws and regulations and program-

specific requirements with respect to protecting the privacy of health information while fulfilling its 

Public Health mission. In addition, and as part of its ongoing compliance, the Division follows NC DHHS 

department-level HIPAA policies, procedures, and practices, as applicable. 

 

REPORTING 

 

A. If you suspect that  health client information confidentiality may have been compromised, notify 

any individual below immediately of the concern so that appropriate action can be taken.   

1. Your manager  

2. Human Resources  

3. Compliance Officers 

a. Brandy Davis, Lead Compliance Officer: (828) 359-1502 

b. Megan Yates, Compliance Officer: (828) 359-6195 

c. Compliance helpline: 1-800-455-9014 

4. Any member of PHHS leadership.   

  

B. When a medical record has been inappropriately accessed or information has been 

inappropriately disclosed, the PHHS Regulatory & Compliance Department will conduct an 

investigation and PHHS Administration will determine if the client should be notified.  

 

 

AUTHORITY:   

 

ATTACHMENTS: 

PHHS%20Confidenti

ality%20Attestation.docx  
 

 

https://www.ncleg.gov/Laws/GeneralStatutesTOC?Chapter=0130A
http://reports.oah.state.nc.us/ncac.asp?folderName=%5CTitle%2010A%20-%20Health%20and%20Human%20Services
https://www2.ncdhhs.gov/info/olm/manuals/dhs/pol-80/man/
https://www2.ncdhhs.gov/info/olm/manuals/dhs/pol-80/man/
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POLICY #: DAP 13 PHHS Building Key Issuance and Maintenance Process 

SUBJECT:   Public Health and Human Services (PHHS) Building Key Issuance and Maintenance 

PURPOSE:   To provide a guideline on the issuance and maintenance of building access keys 

to all PHHS Employees. 

DEFINITIONS: 
 
Key Holder-  A person to whom a key has been issued. 
 

POLICY STATEMENT:  The Public Health and Human Services Division aims to provide optimal physical 

security and safety for building occupants and to protect the assets of the Eastern Band of Cherokee 

Indians (EBCI). This policy applies to all building(s) occupied by, and space(s) assigned to, PHHS 

employees. 

 

PROCEDURE/ GUIDELINES:   
 
1. KEY HOLDER ACCESS RESPONSIBILITIES 

All employees are responsible for maintaining building security. A key holder is responsible for all keys 

issued to them. The duplication of keys or possession of any unauthorized keys is not permitted. The 

holder of keys to any PHHS facility assumes responsibility for the safekeeping of the key and its use. 

Should a loss occur, the department will be responsible for the financial impacts of re-keying an area. In 

an effort to minimize loss or misuse of keys, all key holders are strongly encouraged to keep PHHS keys 

in a secure location. 

1.1 Employees will not loan or transfer their keys to any other individual. 

1.2 Employees shall not unlock a building or room for another individual unless the individual is known 

by them to have authorized access to enter. 

1.3 All PHHS issued keys must be returned to the Operations Director or Designee upon office move or 

vacating of a position in order to maintain accurate inventory. 

1.4 Unauthorized persons or suspicious activities are to be reported to the EBCI Police Department and 

the PHHS Regulatory Compliance Department immediately. 

1.5 Any found keys should be turned in to their Direct Supervisor who will in turn contact the PHHS 

Operations Director for directions. 
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1.6 Employees not in compliance with key and ID card policies may be subject to disciplinary action. 

1.7 Employees may be charged a fee for the replacement of lost or misplaced keys. 

 

 

2. KEY & ID CARD ACCESS REQUEST PROCESS 

2.1 All key access requests must be submitted via the attached Key Access Request Form 

2.2 Forms should be submitted in hard copy to the PHHS Operations Director or Designee. 

2.3 Keys will be issued by the PHHS Operations Director or designee within two business days of receipt 

of an approved form. 

нΦр /ŀǊŘ ŀŎŎŜǎǎ ǊŜǉǳŜǎǘǎ ǎƘŀƭƭ ōŜ ƳŀŘŜ ǳǎƛƴƎ ǘƘŜ 9./LΩǎ {ŜŎurity and Surveillance policy on the issuance 

of access cards via the CWEB. 

 
 

AUTHORITY:  This policy on Key Control applies to all PHHS employees 

ATTACHMENTS:  

 

BUILDING/DOOR KEY REQUEST FORM 

 
REFERENCES:  
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POLICY #: DAP14 Social Media Account Approval Process 

SUBJECT:  Social Media Account Approval Process 

PURPOSE: To establish approval process for programs who wish to engage in business use of online 

social networking through the use of social media. 

DEFINITIONS: 

Social media: any electronic communication used for social networking and for sharing, 

discussing and/or developing ideas, information, and other content.  Types of social media 

include, but are not limited to blogs, video- or photo-sharing sites, and social-networking sites.  

Examples of social-media sites include, but are not limited to Facebook, Twitter, Pinterest, 

LinkedIn, Instagram, YouTube, Flickr.  

Social Networking: the creation, use, and maintenance of social media for communicating with 

and building online relationships for both business and personal use. 

POLICY STATEMENT: Social media may be used for Social Networking by Public Health and Human 

Services (PHHS) employees for health promotion and prevention and are subject to the restrictions set 

forth in this policy. These restrictions are intended to ensure compliance with legal restrictions, privacy, 

and confidentiality agreements including; HIPAA, PHHS Compliance Plan, and the Eastern Band of 

Cherokee Indians (EBCI) Personnel Policy. 

PROCEDURES: 

New Accounts: 

a. A Social Media Justification Form must be completed, signed, and submitted by the 

Program Manager to it the PHHS Public Relations Department for approval 

i. Facebook: Public Relations Department  

ii. Clearly define your objectives 

iii. Clearly explain to Administrators/Editors that overtime pay is not given if 

posting after work hours 

iv. Know your target audience 

v. Determine resource needs 

vi. Determine schedule and frequency posts 

 

b. All Social Media account use privileges must be approved by the EBCI Information 

Technology Department following approval from the PHHS Public Relations 

Department 
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APPROVALS: 

APPEALS:  

REPORTING/STATISTICS: 

AUTHORITY: EBCI PHHS Executive Committee 

ATTACHMENTS:   

POLICY #: DAP15 Social Media Account Program Use 

SUBJECT:  Social Media Account Program Use 

PURPOSE: To establish approval process for programs who wish to engage in business use of online 

social networking through the use of social media. 

DEFINITIONS: 

Social media: any electronic communication used for social networking and for sharing, 

discussing and/or developing ideas, information, and other content.  Types of social media 

include, but are not limited to blogs, video- or photo-sharing sites, and social-networking sites.  

Examples of social-media sites include, but are not limited to Facebook, Twitter, Pinterest, 

LinkedIn, Instagram, YouTube, Flickr.  

Social Networking: the creation, use, and maintenance of social media for communicating with 

and building online relationships for both business and personal use. 

 

POLICY STATEMENT: Social media may be used for Social Networking by Public Health and Human 

Services (PHHS) employees for health promotion and prevention and are subject to the restrictions set 

forth in this policy. These restrictions are intended to ensure compliance with legal restrictions, privacy, 

and confidentiality agreements including; HIPAA, PHHS Compliance Plan, and the Eastern Band of 

Cherokee Indians (EBCI) Personnel Policy. 

PROCEDURES: 

Accounts: 

a. An approved Social Media Justification Form must be on file with public 

relations.  

i. Facebook: Public Relations staff must be made Administrators of ALL 

program Facebook Accounts 
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ii. For all other Social Media Accounts that do not allow Public Relations staff 

to be made Administrators account Username and Passwords shall be given 

to the PR Staff.  If account usernames and passwords are changed the PR 

staff shall be given the updated usernames and passwords immediately 

iii. Clearly define your objectives 

iv. Clearly explain to Administrators/Editors that overtime pay is not given if 

posting after work hours 

v. Know your target audience 

vi. Determine resource needs 

vii. Determine schedule and frequency posts 

 

APPROVALS: Public Relations Staff 

APPEALS:  

REPORTING/STATISTICS: 

Submit data on weekly report  

Facebook:  

#Posts per week 

#Likes 

#Interacted/Engages 

Twitter: 

 #Tweets sent per week 

 

AUTHORITY:   EBCI PHHS Executive Committee 

ATTACHMENTS:   
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POLICY #: DAP16 Social Media Account Personal Use  

SUBJECT:  Social Media New Accounts 

PURPOSE: To establish approval process for programs who wish to engage in business use of online 

social networking through the use of social media. 

DEFINITIONS: 

Social media: any electronic communication used for social networking and for sharing, 

discussing and/or developing ideas, information, and other content.  Types of social media 

include, but are not limited to blogs, video- or photo-sharing sites, and social-networking sites.  

Examples of social-media sites include, but are not limited to Facebook, Twitter, Pinterest, 

LinkedIn, Instagram, YouTube, Flickr.  

Social Networking: the creation, use, and maintenance of social media for communicating with 

and building online relationships for both business and personal use. 

 

POLICY STATEMENT: Social media may be used for Social Networking by Public Health and Human 

Services (PHHS) employees for health promotion and prevention and are subject to the restrictions set 

forth in this policy. These restrictions are intended to ensure compliance with legal restrictions, privacy, 

and confidentiality agreements including; HIPAA, PHHS Compliance Plan, and the Eastern Band of 

Cherokee Indians (EBCI) Personnel Policy. No employee personal account should be used to conduct 

EBCI PHHS official business or be construed to serve as such.  

PROCEDURES: 

Accounts: 

a. An approved Social Media Justification Form must be on file in the public relations 

department of PHHS. 

viii. Facebook: Public Relations staff must be made Administrators of ALL program Facebook 

Accounts 

ix. For all other Social Media Accounts that do not allow Public Relations staff to be made 

Administrators account Username and Passwords shall be given to the PR Staff.  If account 

usernames and passwords are changed the PR staff shall be given the updated usernames 

and passwords immediately 

x. Clearly define your objectives 

xi. Clearly explain to Administrators/Editors that overtime pay is not given if posting after 

work hours 



Eastern Band of Cherokee Indians  
Public Health and Human Services  

  

  
 

                  
 

 

 

*Printed copies are for reference only. Please refer to electronic copy or divisional policy manual for updated version. 

 
EBCI PHHS Divisional Policy Manual  Page | 31 
 

xii. Know your target audience 

xiii. Determine resource needs 

xiv. Determine schedule and frequency posts 

 

APPROVALS: 

AUTHORITY:   

ATTACHMENTS:   
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POLICY #:  DAP17 Approval of Divisional Plans and Procedures 

 

SUBJECT:   Approval and enactment of Divisional plans and procedures 

PURPOSE:   This policy will be used as guidance for timely and inclusive development, approval, and 
renewal of PHHS Divisional plans and related policies, procedures, and protocols. 

DEFINITIONS:   

Guideline/ Guidance:  A principle or criterion that guides or directs action; often refers to evidence base, 
best practice, context, or lived experience    

Plan:  A written process, procedure, and/or protocol that includes operational and logistical details for a 

given initiative or response by all or part of an organization.  Plans may be strategic or tactical, 

mandatory or optional, internally or externally directed, simple or complex.    Examples include: 

Continuity of Operations Plan (COOP), Facility Emergency Plans, Communications Plan, All-Hazards Plan, 

Epidemiologic Response Protocols, Strategic Plan [Divisional], Workforce Development Plan) 

Policy:  ! ǿǊƛǘǘŜƴ ƻǇŜǊŀǘƛƻƴŀƭ ǎǘŀǘŜƳŜƴǘ ƻŦ ƛƴǘŜƴǘΤ ǎŜǘǎ ƻǳǘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ǉƻǎƛǘƛƻƴ ŀƴŘ Ǉƭŀƴ ƛƴ ŀ 
particular situation; a means of guiding an organization to a desired outcome 

Procedure:  A written set of instructions that describes how a policy will be implemented; the approved 
and recommended steps of a particular act or sequence of events in a policy  

Protocol:  Explicit, specific operational instructions that specify steps to be followed in defined situations 
under a procedure 

POLICY STATEMENT:  PHHS maintains multiple Division-wide plans to assure a comprehensive and 
cohesive process for preparing for and carrying out a variety of initiatives and responding effectively to 
planned events and unplanned incidents.  Divisional plans require collaboration among individuals, 
programs, and levels of PHHS, as well as coordination with other Tribal entities and, often, external 
partners.  It is necessary to have an established, timely process for review, revision, testing, and 
assurance that all plans are mutually consistent and align with Divisional strategic priorities. 
 

PROCEDURE/ GUIDELINES:   
 
Origin of plan:  A Divisional plan or protocol may originate from Tribal or PHHS leadership or at the 

program level.  It may be assigned, may be a Tribal Government or grant requirement, or may be 

generated as a quality improvement initiative.  

 Plan development:   
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1. PHHS staff assigned to develop plans individually or as a team will obtain initial direction from 

PHHS leadership (Manager, Director, or Secretary depending on plan level) on plan purpose, 

requirements, responsible parties, and any special considerations.   

2. The planner or plan team will create a timeline for creation or revision, implementation, and 

evaluation with PHHS leadership.   

3. PHHS leadership will assign a primary responsible Director, Manager, or Secretary to monitor 

plan development and timelines and assure necessary resources are available to planners 

όάǇƻƛƴǘ ǇŜǊǎƻƴέύΦ 

4. ¢ƘŜ ǇƭŀƴƴŜǊ ƻǊ Ǉƭŀƴ ǘŜŀƳ ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ƪŜŜǇƛƴƎ tII{ ƭŜŀŘŜǊǎƘƛǇ ŀǇǇǊƛǎŜŘ ƻŦ ǘƘŜ ǇƭŀƴΩǎ 

progress on a regular basis. 

5. The planner or plan team may consult any internal or external partners as needed and as 

permissible on contents of the plan.   

6. Each plan will reflect Results Based Accountability indicators:  how much is being done, how well 

is it being done, and what is the impact of the plan. 

7. Each plan will include: 

a. Title page with PHHS logo, approval date, and version number as applicable 

b. Record of revisions page 

c. Record of approval signatures and dates as applicable 

d. Table of contents with hyperlinks to individual sections 

e. Planned revision cycle dates (usually one year) 

f. Applicable references to other PHHS plans and source documents  

g. Evaluation metrics and process for the plan 

h. List of authorities as applicable 

i. References to source documents and other contributing materials 

j. Attachments and/or appendices as applicable 

8. Leadership and plan developers will determine if accompanying Policies and Procedures are 

necessary and will include them in the document development timeline. 

Plan approval: 

1. The PHHS leadership primarily responsible for monitoring the planning processτthe point 

person--will assure that the plan is complete by the date determined. 

2. Depending on level and type of plan, the point person will bring the final draft plan before the 

Managers Team, Executive Team, or Secretary for final review within 30 days of completion.   

3. PHHS leadership will commit to assuring that a final draft plan is approved and ready for 

implementation within 60 days of submission. 
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Plan implementation:  

1. PHHS leadership will task teams or individuals to initiate plan implementation immediately upon 

approval or as designated otherwise. 

2. Those responsible for plan implementation will also be responsible for consistent, periodic plan 

review, evaluation, and testing as applicable.  PHHS leadership will assure that reporting of 

these processes is in place. 

Plan evaluation: 

1. Evaluation of a given plan will be specific to that plan and will be consistent and timely.  

Similarly, testing a plan will adhere to a specific schedule and those responsible will report 

results to appropriate leadership. 

 

AUTHORITY:   

 

ATTACHMENTS:  
 

 
REFERENCES:  
 

www.compliancebridge.com ά¢ƘŜ YŜȅ 5ƛŦŦŜǊŜƴŎŜ .ŜǘǿŜŜƴ tƻƭƛŎȅ ǾǎΦ tǊƻŎŜŘǳǊŜǎέ όŀŎŎŜǎǎŜŘ млκмоκнлύ 

www.bettal.co.uk  ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ ǇƻƭƛŎƛŜǎΣ ǇǊƻŎŜŘǳǊŜs, protocols, and 

ƎǳƛŘŀƴŎŜΣ tttDǎέ όŀŎŎŜǎǎŜŘ млκмоκнлύ 

 
 

  

http://www.compliancebridge.com/
http://www.bettal.co.uk/
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POLICY #:  DAP18 PHHS Data Sharing Policy  

 

SUBJECT:  PHHS Data Sharing Policy 
 
PURPOSE:  The purpose of this policy is to ensure that all data sharing requests involving Public Health & 

Human Services (PHHS) programs and the Cherokee Government are processed consistently and 

reviewed thoroughly to ensure compliance.  

DEFINITIONS:    
Data Sharing: The practice of making data used for scholarly research available to other investigators.  
 
Cherokee Government: Is composed of several departments, encompassing a wide range of services 
functions necessary for the livelihood and welfare of the Cherokee people. 
 
POLICY STATEMENT: Data sharing means sharing personal data to third parties outside of an 
organization, but it can also cover sharing personal data between different parts of an organization or 
organizations within the same group or under the same parent company. Specifically, within this policy, 
data sharing is the sharing of data between PHHS and the various departments of the Cherokee 
Government.  
 
PROCEDURE/ GUIDELINES:  Whenever data is requested to be shared between a PHHS program and a 
tribal department: 

1)  A written data sharing request should be submitted by email to the Regulatory & Compliance 
Department (RCD). The request should be specific and include reasons for requesting the 
information as well as intentions on how the information will be used.  

2) The data sharing request will be reviewed by a compliance officer. 
3) The Compliance Officer may review the data sharing request with a corresponding executive 

team member (Director or Secretary) if necessary or required. 
4) Once the data sharing request is either approved or denied, the decision will be submitted 

electronically to the requesting parties involved. 
 
AUTHORITY:   

ATTACHMENTS:  

 

REFERENCES:  
Data Sharing |ICO. 9. Data sharing | ICO 

EBCI Tribal Government Departments. Departments - Eastern Band of Cherokee (ebci.com) 

 

https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/age-appropriate-design-a-code-of-practice-for-online-services/9-data-sharing/#:~:text=Data%20sharing%20usually%20means%20disclosing%20personal%20data%20to,same%20group%20or%20under%20the%20same%20parent%20company.
https://ebci.com/services/departments/
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POLICY #: DAP19 Team/Employee Recognition Policy  

 

SUBJECT:   Team/Employee Recognition Policy 
 
PURPOSE:  To ensure that PHHS Public Relations Department recognizes employee/team achievements 

and significant celebrations whenever possible.  

DEFINITIONS:    
 
POLICY STATEMENT: The Team/Employee Recognition policy explains how the division recognizes 

teams/employees by the PHHS Public Relations Department. The division strives to recognize 

achievements and significant celebrations of division employees whenever possible since all contribute 

ǘƻ ǘƘŜ ŘƛǾƛǎƛƻƴΩǎ ǎǳŎŎŜǎǎ ǿƛǘƘ ƘŀǊŘ ǿƻǊƪΦ  

PROCEDURE/ GUIDELINES:   
Years of service: 

Service awards are presented to employees in recognition of the length of service to the EBCI/PHHS. 

EBCI years are recognized if the PHHS Public Relations are made aware of years.  

An employee receives his or her first service pin for one (1) year of eligible service. Thereafter, the 

employee receives service awards in five-year intervals as eligible service accrues. 

It is the responsibility of the employee to ensure that employee information is accurate and updated. 

 

New employees:  

All new PHHS employees are required to attend PHHS New Hire Orientation. After completion of 

orientation, all employees in attendance will receive one (1) PHHS logo apparel item, a PHHS logo 

bag/packaging, and a few logo items (depending on funding).  The Public Relations department will 

oversee the ordering of new hire orientation items and will distribute them to the PHHS Training 

Coordinator as needed. It is the responsibility of the employee to ensure that employee information is 

accurate and updated. 

 

Birthdays: 

PHHS Public Relations Team will recognize employee birthdays as time and budget allows with either a 

card or graphics. Parties and payment for parties will be at the discretion of individual/s and with 

supervisor approval. Program budgets are not to be used to celebrate birthdays. It is the responsibility 

of the employee to ensure that employee information is accurate and updated. 

 

Employee celebrations (i.e. baby showers, congratulations, house warmings, etc.): 
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Celebrations and payment for parties, gifts, etc. will be at the discretion of individual/s and with 

supervisor approval. 

 

Team recognition (accomplishments, appreciations, etc.): 

PHHS Public Relations Team will hold a division-wide appreciation event per fiscal year, as budget 

allows. 

 

Promotions: 

The process for promoting employees is included in the EBCI Personnel Policies and Procedures Manual 

Section 2 General Employment Policies Sec. 2.05 Demotion and Promotion pp. 7. 

 

Seniority Bonus: 

The process for issuing a Seniority Bonus is included in the EBCI Personnel Policies and Procedures 

Manual Section 3 Wages and Hours, Sec. 3.08 Seniority Bonus pp. 21. 

 

Salary Adjustments: 

The process for issuing Salary Adjustments is included in the EBCI Personnel Policies and Procedures 

Manual Section 3 Wages and Hours, Sec. 3.00 Pay Structure, A. Salary Adjustments, 1. Equity Pay 

Adjustment pp. 18. 

 
AUTHORITY:   

ATTACHMENTS:  

EBCI Employee Handbook  

 

EBCI-  Personnel 

Policy 3-29-2021.pdf  
 

REFERENCES:  
EBCI Personnel Policy 2021 
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POLICY #: DAP20 Dealing with Difficult Customers/Clients 

SUBJECT: Dealing with difficult customers/clients   

PURPOSE:  To provide guidance for employees to effectively manage disgruntled customers/clients 

regarding the handling, reporting, and preventing abuse to employees in the workforce. 

DEFINITIONS:  N/A 
 
POLICY STATEMENT:   As a division, Public Health and Human Services strive to demonstrate 
professional courtesy to all clients and customers. If an employee is confronted by a disgruntled 
customer/client, the procedure below should be followed. 

PROCEDURE/ GUIDELINES: 

1. Maintain a calm professional demeanor. 

2. Ask the individual to provide a written statement of their complaint and provide them with a 

blank sheet of paper or a reporting document if they agree. (This may serve to de-escalate the 

scenario while providing the individual the opportunity to have their issue heard) or ask the 

individual if they would like to speak with someone higher up in the chain of command. 

 

3. Should the individual refuse to complete a written statement, document their refusal on your 

written report of the incident. 

4. If the situation continues to escalate or the customer is being disrespectful, contact another 

employee OR a supervisor/manager.  

5. Ask the customer to leave or to come back at a later time. 

6. After the individual leaves, complete a detailed, comprehensive written report of the incident 

including quoted statements when possible. Include factual statements only, taking care not to 

include conjecture or make inferences.  Submit this report to the appropriate supervisor 

following the chain of command. 

7. If, at any time, the employee fears for their safety, they are to immediately remove themselves 

from the scene and contact their immediate supervisor who will contact law enforcement.  

Should an active threat occur, the employee will follow the security alert protocol.  

AUTHORITY:  PHHS Employees  

ATTACHMENTS:  N/A 
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POLICY #:  DAP21 Addressing Health Equity in Public Health Programs 

SUBJECT:  Addressing Health Equity in Public Health Programs  
 
PURPOSE:  Public Health and Human Services standardizes measures to assure that health equity is 

incorporated into our policies, procedures, and practices to best address populations with higher health 

risks and poorer health outcomes.  

DEFINITIONS:    
Health Equity- WƘŜƴ ŜǾŜǊȅ ǇŜǊǎƻƴ Ƙŀǎ ǘƘŜ ƻǇǇƻǊǘǳƴƛǘȅ ǘƻ άŀǘǘŀƛƴ Ƙƛǎ ƻǊ ƘŜǊ Ŧǳƭƭ ƘŜŀƭǘƘ ǇƻǘŜƴǘƛŀƭέ ŀƴŘ ƴƻ 
ƻƴŜ ƛǎ άŘƛǎŀŘǾŀƴǘŀƎŜŘ ŦǊƻƳ ŀŎƘƛŜǾƛƴƎ ǘƘƛǎ ǇƻǘŜƴǘƛŀƭ ōŜŎŀǳǎŜ ƻŦ ǎƻŎƛŀƭ Ǉƻǎƛǘƛƻƴ ƻǊ ƻǘƘŜǊ ǎƻŎƛŀƭƭȅ 
ŘŜǘŜǊƳƛƴŜŘ ŎƛǊŎǳƳǎǘŀƴŎŜǎΦέ IŜŀƭǘƘ ƛƴŜǉǳƛǘƛŜǎ ŀǊŜ ǊŜŦƭŜŎǘŜŘ ƛƴ ŘƛŦŦŜrences in length of life; quality of life; 
rates of disease, disability, and death; severity of disease; and access to treatment (CDC, 2020). 
 
POLICY STATEMENT:  hƴŜ ƻŦ 9./LΩǎ ǇǊƛƳŀǊȅ Ǝƻŀƭǎ ƛǎ ǘƻ ŀŎƘƛŜǾŜ ƘŜŀƭǘƘ Ŝǉǳƛǘȅ ōȅ ƭŜǾŜǊŀƎƛƴƎ ǇŀǊǘƴŜǊǎƘƛǇǎ 
and collaborations to improve services for vulnerable citizens and eliminate barriers that restrict 
equitable access to services. The Public Health and Human Services Division addresses health equity 
through its programs, tools and resources, and leadership.  
 
PROCEDURE/ GUIDELINES:   
 
Organizational Capacity 
Public Health and Human Services establish an institutional commitment to advance health equity 
ǘƘǊƻǳƎƘ ǘƘŜ ŘƛǾƛǎƛƻƴΩǎ ƳƛǎǎƛƻƴΣ ǾƛǎƛƻƴΣ ŎƻǊŜ ǾŀƭǳŜǎΣ ŀƴŘ ǎǘǊŀǘŜƎƛŎ ǇƭŀƴǎΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǊŜ ǇǊŀŎǘƛŎŜǎ ǘƘŀǘ 
ŜƴƘŀƴŎŜ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎŀǇŀŎƛǘȅ ǘƻ ŀŘǾŀƴŎŜ ƘŜŀƭǘƘ ŜǉǳƛǘȅΥ 
 

¶ Using Results-Based Accountability, PHHS continually finds a way to improve efforts and track 
ǘƘƻǎŜ ǿƘƻ ŀǊŜ ōŜƴŜŦƛǘƛƴƎ ŦǊƻƳ ǘƘŜ ŘƛǾƛǎƛƻƴΩǎ ǇǊƻƎǊŀƳ ŀƴŘ ǊŜǎƻǳǊŎŜǎ ōȅ ŀǎƪƛƴƎ άƛǎ ŀƴȅƻƴŜ ōŜǘǘŜǊ 
ƻŦŦ ōŜŎŀǳǎŜ ƻŦ ƻǳǊ ǎŜǊǾƛŎŜǎΚέ 

¶ Implements Strategic Planning methods and processes to shape and guide organizational and 
programmatic decisions and actions  

¶ Workgroups and research are structures and systems which empower staff to identify and 
contribute to health equity-related improvements (i.e., Tribal Health Improvement Plan, COVID-
19 Mass Vaccination Team).  

¶ Health equity is also a clear component that is aligned with funding decisions and commitments.  

¶ Staff participates in trainings, data collection and analysis, and quality improvement processes, 
and contributes to policy change to ensure the needs of our community arebeing met. 
 

Engaging Community Members 

https://www.cdc.gov/chronicdisease/healthequity/index.htm
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Community engagement can harness the skills and talents ƻŦ 9./LΩǎ most important resource: its people. 
Involving community members in health initiatives can foster relationships, improve assessment efforts, 
and empower community members to positively affect their community.  
 
PHHS values the history, culture, and language of Cherokee and understands that these factors, as well 
as past engagement efforts, are essential to community engagement, planning efforts, and strategy 
implementation.  
 

¶ When onboarded, all PHHS employees participate in an orientation that includes Cherokee 
historical training. This interactive examination of the concepts of historical trauma, 
intergenerational grief, and the strategies helpful for healing encourages new employees to 
draw parallels that improve understanding.   

¶ Cherokee culture and language are represented in marketing and branding, and promotional 
items for special events. 

¶ Historical context is important to understanding neglected and conflict that may have 
contributed to distrust and prevented meaningful engagement between the EBCI community, its 
services, and resources. Therefore, historical context is an element almost always considered in 
health promotion, prevention, and wellness strategies. 

¶ Using Results-Based Accountability, PHHS uses the following indicators to determine if how well 
our programs are performing and the quality of life for EBCI community members: 
communication power, proxy power, and data power. 

 
Barriers to community engagement are expected in a public health setting. When strategically planning 
for a program or event, EBCI anticipates the types and kinds of barriers that may impact participation 
and expected outcomes. PHHS overcomes barriers by enlisting the help of trusted people, programs, 
and organizations to build staff skills and support engagement efforts. 
 
Partnerships and Collaborations 
Partnerships and collaborations work to achieve equitable outcomes by leveraging a diverse set of skills 
and expertise. Public Health and Human Services do this by engaging with partners from multiple fields 
and sectors that have a role in advancing health equity. Partners include, but are not limited to: 
 

¶ Community 

¶ MOA Counties 

¶ Education and Childcare Facilities 

¶ Food Distribution and Assistance 

¶ Media 

¶ Transportation 

¶ Faith-based organizations  

¶ IŀǊǊŀƘΩǎ /ŀǎƛƴƻ ŀƴŘ DŀƳƛƴƎ   
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¶ Other Tribal programs and divisions 

¶ Cherokee Indian Hospital Authority  

¶ The Center for Disease Control and Prevention (CDC) 

¶ Indian Health Services (IHS) 

¶ USET 

¶ NC DHHS 
 
PHHS also considers nontraditional partners in the private sector and other parts of government to 
make a stronger impact on working with populations who experience health inequities. 
 
PHHS periodically assesses partnerships and collaborations by: 
 

¶ SWOT analysis and Gantt charts 

¶ Strategic Planning 

¶ Program Reports 

¶ New and existing funding opportunities 

¶ Quality Improvement projects 
 

Identifying and Analyzing Health Inequities 
It is critical to have a clear understanding of what inequities exists and the root causes contributing to 
them. The health equities that exist in the EBCI differ from local, state, federal, and even other tribal 
data. While national databases and local health departments findings provide a population insight, 
community members are encouraged to participate in data collection activities such as: 
 

¶ Surveys/ questionnaires 

¶ Listening Sessions 

¶ The Tribal Health Improvement Process 
 
When collecting and analyzing health data, PHHS asks the question- is anyone better off because of our 
program and services? The division also compares social determinants of health to what contributes to 
health inequities in the EBCI. Qualitative and quantitative data collected is used to interpret findings, 
refine priorities, and develop implementation strategies and expected outcomes.  
 
Selecting, Designing, and Implementing Strategies 
Strategies to address health inequity must be deliberate. PHHS applies evidence-based best practices, 
state and federal guidance, Tribal Code, and balances those elements with community input to enhance 
strategy design, implementation, and enforcement. PHHS ensures that strategies are aligned with 
desired outcomes by developing goals that coordinate with identified inequities. Goals and objectives 
are normally documented in implementation worksheets and/or strategic plans. 
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Questions used to guide selecting, designing, and implementing strategies are: 
 

¶ What are the diverse needs we should consider when selecting strategies that will have the 
greatest impact on populations experiencing health inequities? 

¶ What different resources and supports will help reach populations? And how can we work with 
them to anticipate needs? 

¶ What existing processes, frameworks, and/or tools can we use to systematically incorporate the 
goal of health equity into strategy selection and design? 

¶ Does the option address one or more of the root causes you have identified? (RBA) 

¶ Leverage: How strongly will the proposed strategy impact progress as measured by the 
baselines? (RBA) 

¶ Feasibility (or reach: Is the proposed strategy feasible? (RBA) 

¶ Specificity: Is the strategy specific enough to be implemented? (RBA) 

¶ Values: Is the strategy consistent with the values of the community and/or agency? (RBA) 
 
Addressing Health Equity in Evaluation  
Evaluation is a systematic way to improve and account for PHHS strategies and implementation plans. It 
is critical that health equity goals are reflected in evaluations to better help understand and determine 
what public health programs work for whom and under what conditions. Provided is a sample of 
questions for evaluation, however, they may be revised for specific programs, interests, and data 
collection needs. 

¶ Using Results-Based Accountability, ask: how much did we do, how well did we do it, is anyone 
better off? 

¶ How can we reframe or create new evaluation questions to better understand our effect on 
health inequities? 

Sharing evaluation findings is another strategy to improve health equity by communicating findings, 
write program reports, marketing programs to other individuals and the community, securing funding, 
and influencing policy decisions. Channels to share findings include: 

¶ PHHS website and newsletter 

¶ Program reports 

¶ Executive Office or Tribal Council 

¶ CIHA Governance Board 

¶ Works groups, task forces, and committees 
 
AUTHORITY:   

ATTACHMENTS:  

 

REFERENCES: https://www.cdc.gov/chronicdisease/healthequity/index.htm 
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POLICY #:  DAP22 Professional Licensure/Certification for Clinical Staff  

 

SUBJECT:   Professional Licensure/Certification for Clinical Staff for Tsalagi Public Health staff. 
 
PURPOSE:  To ensure that all staff with clinical licensure requirements are working with valid, 

unencumbered licenses.  

DEFINITIONS:    
Tsalagi Public Health: this program provides community/field-based outreach in the form of 
education, immunization, and harm reduction services.  
 
POLICY STATEMENT: To provide safe clinical care within all required guidelines, Tsalagi Public 
Health will require all licensed staff to maintain valid and unencumbered licensure. 
 

PROCEDURE/ GUIDELINES:   
1) To ensure that all clinical staff are working with the required licensure for their position, 

each employee whose job description requires professional licensure will submit a copy 
of the current license as part of the hiring process.  (Refer to job descriptions for specific 
details by discipline). 

 
2) The manager of Tsalagi Public Health will be responsible for verifying all licensed 

employees are working with valid licenses via the North Carolina Board of Nursing 
website or any applicable license granting body. This will become part of the personnel 
file. 
 

3) Each provider/professional will be responsible for ensuring the license is renewed 
before the expiration date and that all required continuing education requirements are 
met.  

 
4) Each provider/professional will be responsible for maintaining their records of 

continuing education credits as required if the licensee is audited by the license granting 
body.  

 
5) It is the responsibility of each employee to maintain current license/certification without 

interruption, and to furnish such information to the agency as requested.  Tribal 
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personnel policy concerning disciplinary action will be followed if an employee fails to 
comply. 
 

6) If an employee should find their licensure/certification has expired or if they have 
committed an offense that may jeopardize their licensure/certification it is the 
ŜƳǇƭƻȅŜŜΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻ ǊŜǇƻǘ ǘƘƛǎ ǘƻ ǘƘŜƛǊ ƳŀƴŀƎŜǊ ǿƛǘƘƛƴ нп ƘƻǳǊǎ ƻŦ ǘƘŜ 
finding/incident (even after hours). 

 
 

AUTHORITY:   

 

ATTACHMENTS:  
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REFERENCES:  
EBCI Personnel Policy 3-29-2021 
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POLICY #:  DAP23 Cherokee Choices Strategic Planning 

 
SUBJECT:   Cherokee Choices Strategic Planning  
 
PURPOSE:   To provide guidance to staff on the development, implementation, and 
evaluation of programming annually. PHHS programs will use the Strategic Planning P&P to 
guide how health promotion materials are produced across the Division. 
 

DEFINITIONS:   

Evidence: Refers to data resulting from scientific controlled trials and research, expert or user 
consensus, evaluation, or anecdotal information. 

Evidence-Based Practices: Practices that integrate the best research evidence with clinical 
expertise and patient values. 

Practice-Based Evidence: A range of treatment approaches and supports that are derived from, 
and supportive of, the positive culture of the local society and traditions. 

Best practices: Most often is used to describe guidelines or practices driven more by clinical 
wisdom, build organizations, or other consensus approaches that do not necessarily include 
systematic use of available research evidence. 

Promising Practices: Clinical practices for which there is considerable evidence or expert 
consensus, which shows promise in improving client outcomes, but which are not yet proven by 
the highest or strongest scientific evidence.  

Evidence-Based Practices & Practice-Based Evidence - NCUIH 

 
POLICY STATEMENT:   Cherokee Choices staff will provide quality programming to the EBCI 
communities best on Promising Practices, Evidence Based Practices and/or Practice Based 
Evidence; designed by and warranted by community input; and utilized resources efficiently 
and effectively.  
 
PROCEDURE/ GUIDELINES:   
Annual strategic planning will be held a minimum of once per year. All staff are required to 
attend and provide input with the strategic planning process.  

https://ncuih.org/ebp-pbe/
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Key components of the Strategic plan will include, but not be limited to:   

V Review and Discussion of Public Health & Human Services & Cherokee Choices Vision 

and Mission  

V Community Input review including Cherokee Choices Interest Surveys, community focus 

group results, and health-related PHHS surveys, as well as guidance from EBCI Tribal 

Leadership and Public Health & Human Services.  

V Review and discussion of Evidence Best Practices and/or Practice-Based Evidence based 

on CDC, Indian Health Services, American Diabetic Association, and other pertinent 

health recommendations for top strategic aims identified.  

V Review and discussion of previous outcomes from programming to identify promising 

practices: What is working? What is not?  

V Implementation timeline including key dates and deadlines, roles, and responsibilities of 

key staff identified.  

V Discussion of stakeholders/collaborators for top strategic aims identified.  

V Identify training/support needed for top strategic aims.  

V Discussion of evaluation plan for top strategic aims using Results-Based Accountability 

(RBA) framework.  

 

 

Authority:  

 

Attachments: Not Applicable.  
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POLICY #:  DAP24 New Student Orientation Process 

 

SUBJECT:   New Student Orientation Process 
 

PURPOSE:   Outline the process new students must complete before attending a program for 
clinical/field rotations. 

 

DEFINITIONS:  N/A  
 

POLICY STATEMENT:  A standardized process for students requesting clinical/field rotations through 

Public Health and Human Services (PHHS) programs is necessary to ensure student success while 

ensuring that client information is protected at all times. 
 

PROCEDURE/ GUIDELINES: All universities and community colleges that would like to request 
that a specified PHHS program host students will need to first contact the program manager as 
well as the Regulatory & Compliance Department (RCD).  

¶ An education affiliation agreement must be signed and filed in RCD between the 
universities/community college and the specified PHHS program that plans to host 
multiple students throughout the academic year. The education affiliation agreement 
MUST be signed by the Secretary of PHHS and submitted to the Lead Compliance Officer 
(LCO) at least 90 days prior to students attending the new student orientation. 

¶ After an education affiliation agreement has been signed by both parties (PHHS 
Secretary and University/Community College) and filed with RCD, students may request 
to be placed in a PHHS program to serve their clinical/field rotation through their 
designated university program. 

¶ ¢ƘŜ ǳƴƛǾŜǊǎƛǘȅκŎƻƳƳǳƴƛǘȅ ŎƻƭƭŜƎŜ ǿƛƭƭ ǎǳōƳƛǘ ǘƘŜ ǎǘǳŘŜƴǘΩǎ ƴŀƳŜ ŀƴŘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ǘƻ 
the LCO. The LCO will create a student interview committee that consists of employees 
within the specified program and RCD team members. Interviews with each student 
individually will be conducted to ensure compatibility between the student and the 
specified program. The students that are selected will be notified by the LCO via email.  

¶ Once a student has been selected for a clinical/field rotation, the LCO will email the 
necessary documentation that needs to be completed and returned at least 60 days 
prior to the student arriving at PHHS for new student orientation. 

¶ Once all required documentation has been completed and submitted to the LCO, new 
student orientation will be scheduled, and the new students will be notified by email of 
the date and time. 
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¶ Students are to report to the PHHS Administration building at the designated date and 
time. Once orientation has been completed, students will receive a tour of PHHS 
Administratin building that ends with their assigned program.  

¶ The program receiving the student will have an assigned designee who will greet the 
student once orientation and the tour are completed. 

Observing students/short-term students: All universities and community colleges that 
would like to request that a specified PHHS program host students for observation times or 
less than 60 days will need to first contact the program manager as well as the LCO.  

¶ Once the program manager has agreed to accept students from the requesting 

university/community college, the university/community college will forward the 

ǎǘǳŘŜƴǘΩǎ ŜƳŀƛƭ ŀƴŘ ŎƻƴǘŀŎǘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǘƘŜ [/hΦ  

¶ Once student contact information is received, the LCO will email the necessary 

documentation that needs to be completed and returned at least 14 days prior to the 

student arriving at PHHS for observing/short-term student orientation. 

¶ Once all required documentation has been completed and submitted to the LCO, new 
observing/short-term student orientation will be scheduled, and the students will be 
notified by the LCO via email of the date and time. 

¶ Students are to report to the PHHS Administration building at the designated date and 
time. Once orientation has been completed, students will receive a tour of PHHS 
Administration building that ends with their assigned program.  

¶ The program receiving the student will have an assigned designee who will greet the 
student once orientation and the tour are completed. 
 

 
AUTHORITY:   
 
ATTACHMENTS: 

 

 

 
REFERENCES:  
 
 

 


















































































































































































































































































































































































